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coder32

edition



0 § roc st monic opl op2 modif f def f undgf f fvalues description, notes

00 ADD r/n8 r8 0..Szapc 0.{szapc Add

01 ADD r/ nl6/ 32 r16/32 0..Szapc 0.{szapc Add

02 ADD r8 r/m8 0..Szapc 0.{szapc Add

03 ADD ri6/ 32 r/m16/32 0..Szapc 0.{szapc Add

04 ADD AL imm8 0..Szapc 0.{szapc Add

05 ADD eAX imm16/32 0..Szapc 0.{szapc Add

06 PUSH ES Push Word, Doubleword or Quadword Onto the Stack
07 POP ES Pop a Value from the Stack

08 DR r/n8 r8 0..szapc 0.[sz.pcC .....a. ¢ Logical Inclusivie O R

09 DR r/ nl6/ 32 r16/32 0..szapc 0.[sz.pcC .....a. ¢ Logical Inclusivie O R

0A OR r8 r/m8 0..szapc 0.[sz.pcC .....a. ¢ Logical Inclusivie O R

0B OR r16/ 32 r/m16/32 0..szapc 0.[sz.pcC .....a. ¢ Logical Inclusivie O R

oC OR AL imm8 0..szapc 0.[sz.pcC .....a. ¢ Logical Inclusivie O R

0D OR eAX imm16/32 0..szapc 0.[sz.pcC .....a. ¢ Logical Inclusivie O R

OE PUSH CS Push Word, Doubleword or Quadword Onto the Stack
OF 02+ two- byte

10 ADC r/ng r8 apc 0..szape Add with Carry

11 ADC r/ nml6/ 32 r16/32 ...C 0..Szapc 0..szapc Add with Carry

12 ADC r8 r/m8 apc 0..szape Add with Carry

13 ADC ri6/ 32 r/m16/32 ...C 0..Szafc 0..szapc Add with Carry

14 ADC AL imm8 apc 0..szape Add with Carry

15 ADC eAX imm16/32 C 0..szapc 0..szapd Add with Carry

16 PUSH SS Push Word, Doubleword or Quadword Onto the Stack
17 POP SS Pop a Value from the Stack

18 5BB r/ng r8 apc 0..szape Integer Sybtraction with Bo rrow
19 5BB r/ me/ 32 rie/32 ...C 0..Szaf)c 0..szapc Integer Subtraction w ith Borrow

1A SBB r8 r/m8 apc 0..szape Integer Sybtraction with Bo rrow
1B SBB ri6/ 32 r/m16/32 ...C 0..Szafc 0..szapc nteger Subfraction with Borrow

1C SBB AL imm8 apc 0..szape Integer Sybtraction with Bo rrow
1D SBB eAX imm16/32 € 0..szapc 0..szapd Integer Subtraction with Borrow

1E PUSH DS Push Word, Doubleword or Quadword Onto the Stack
1F POP DS Pop a Value from the Stack

20 AND r/n8 r8 0..szapc 0.[sz.pcC .....a. ¢ Logical AND

21 AND r/ nml6/ 32 r16/32 0..Szapc 0.[sz.pcC .....a. ¢ Logical AND

22 AND r8 r/m8 0..szapc 0.[sz.pcC .....a. ¢ Logical AND

23 AND ri6/ 32 r/m16/32 0..szapc 0.[sz.pcC .....a. ¢ Logical AND

24 AND AL imm8 0..szapc 0.[sz.pcC .....a. ¢ Logical AND

25 AND eAX imm16/32 0..szapc 0.[sz.pcC .....a. ¢ Logical AND

26 ES ES ES segment override prefix

26 P4+ undef i ned (use with any branch instruction is reserved)
27 DAA AL e a.c 0..s2apc ...szapg O....... Degimal Adjust|AL a fter Addition

28 5UB r/ng r8 0..Szapc 0.(szapc Subtract

29 5UB r/ me/ 32 rie/32 0..Szapc 0.{szapc Subtract

2A sSuUB r8 r/m8 0..Szapc 0.{szapc Subfract

2B sSuUB ri6/ 32 r/m16/32 0..Szapc 0.{szapc Subfract

2C SuUB AL imm8 0..Szapc 0.{szapc Subfract

2D SUB eAX imm16/32 0..Szapc 0.{szapc Subfract

2E Cs Cs CS segment override prefix




0 $0 d proc st op2 op3 sted f modif f def f , hotes
2E P4+ Branch not taken prefix (used only with Jcc instruc tions)
2F AL e a.c 0..sZapc ...szapg O....... imal Adjust/AL a fter Subtraction
30 r/n8 r8 0..Szapc 0.{sz.pc ..... ve O R
31 r/ nml6/ 32 r16/32 0..Szapc 0.{Sz.pC ..... ve O R
32 r8 r/m8 0..Szapc 0.{sz.pc ..... ve O R
33 ri6/ 32 r/m16/32 0..Szapc 0.{Sz.pcC ..... ve O R
34 AL imm8 0..Szapc 0.{Sz.pc ..... ve O R
35! eAX imm16/32 0..Szapc 0.{Sz.pcC ..... ve O R
36 SS SS segment override prefix
36 P4+ undef i ned (use with any branch instruction is reserved)
37 AL AH L e a.. 0..szppc .....a.c 9..sz.p. Il Adjust After Addition
38 r/m8 8 0..szapc 0.{szapc Compare Two Operands
39 r/m16/32 16/32 0..Szapc 0.{szapc Compare Two Operands
3A 8 r/m8 0..Szapc 0.{szapc Compare Two Operands
3B r16/32 m16/32 0..Szapc 0.{szapc Compare Two Operands
3C AL imm8 0..Szapc 0.{szapc Compare Two Operands
3D eAX imm16/32 0..Szapc 0.{szapc Compare Two Operands
3E DS DS segment override prefix
3E P4+ Branch not taken prefix (used only with Jcc instruc tions)
3F AL AH L e a.. 0..szppc .....a.c 9..sz.p. Il Adjust ALl Aft er Subtraction
40+r ri6/ 32 0..Szap. 0..5zap. ment by 1
48+r ri6/ 32 0..Szap. 0..5zap. Decrement by 1
50+r r16/32 Push Word, Doubleword or Quadword Onto the Stack
58+r ri6/ 32 Pop a Value from the Stack
60 01+ Push All General-Purpose Registers
60 03+ Push All General-Purpose Registers
61 01+ Pop All General-Purpose Registers
61 03+ Pop All General-Purpose Registers
62 D1+ r16/32 16/32&16/32 R [ K Against B ounds
63 D2+ /m16 16 weiZan e z. | Field of Segment Selecto r
64 03+ FS FS segment override prefix
64 P4+ undef i ned (used only with Jcc instructions)
64 P4+ Alternating branch prefix (used only with Jcc instr uctions)
65 03+ GS GS segment override prefix
65 P4+ undef i ned (used only with Jcc instructions)
66 no mmenoni ¢ Operand-size override prefix
66 P4+ no mMmenoni ¢ sse2 Precision-size override prefix
67 no mMmenoni ¢ Address-size override prefix
68 01+ imm16/32 Push Word, Doubleword or Quadword Onto the Stack
69 01+ ri6/ 32 r/m16/32 i .{szapc o.....c ...szap. S iply
6A 01+ imm8 Push Word, Doubleword or Quadword Onto the Stack
6B 01+ ri6/ 32 r/m16/32 .szapc 0....}.c ...szap. ply
6C 01+ 8 DX Input from Port to String
n8 DX
6D 01+ .o DX Input from Port to String
m.6 DX




roc st| m fl I|mriemonic opl op2 op3 op4 [ext tested f modif f def f undef f  fvalueg description, notes
INS ml6/ 32 DX .
03+ £l d...... Input from Port to String
INSD nB2 DX
OUTS DX m8 .
01+ £l d...... Output String to Port
OUTSB |DX n8
OUTS DX m16 .
01+ £l d...... Output String to Port
OUTSW |DX m.6
OUTS DX m16/32 .
03+ £l d...... Output String to Port
OUTSD |DX nB2
JO rel8 Oueene Jump short if overflow (OF=1)
IJNO rel8 O Jump short if not overflow (OF=0)
JB rel8
JINAE re® 1 e c Jump short if below/not above or equal/carry (CF=1)
Jc rel8
JNB rel8
JAE rel®@ 1 e c Jump short if not below/above or equal/not carry (C F=0)
JNC rel8
Jz rel8
wniZene Jump short if zero/equal (ZF=0)
JE rel8
JINZ rel8 .
wniZene Jump short if not zero/not equal (ZF=1)
JINE rel8
JBE rel8
.n2..C Jump short if below or equal/not above (CF=1 AND ZF =1)
JNA rel8
JNBE rel8 .
.n2..C Jump short if not below or equal/above (CF=0 AND ZF =0)
JA rel8
JS rel8 S Jump short if sign (SF=1)
INS rel8 S Jump short if not sign (SF=0)
P relg Jump short if parity/parity even (PF=1)
JPE e | | 1 1 | P P partypanty -
JNP rel8
...... . Jump short if not parity/parity odd
JPO rel8 P P partylpanty
JL rel8 .
0..S.... Jump short if less/not greater (SF!'=0OF)
IJNGE rel8
JNL rel8 )
0..S.... Jump short if not less/greater or equal (SF=0OF)
JGE rel8
JLE rel8
0..SZ... Jump short if less or equal/not greater ((ZF=1) OR (SF!=0F))
ING rel8
JNLE rel8 .
3G m 0..SZ... Jump short if not less nor equal/greater ((ZF=0) AN D (SF=0F))
re
0 L (ADD r/n8 imm8 0..Szapc 0.{szapc Add
1 L OR r/n8 imm8 0..szapc 0.[sz.pc .....a.} 0......c Lodical Inclusivie O R
2 L ADC r/n8 imm8 | | C 0..szapc 0..szapf Add with Carry
3 L SBB r/ng imm8 | | C 0..szapc 0..szapf Integer Sybtraction with Bo rrow
4 L AND r/n8 imm8 0..Szapc 0.{sz.pc .....a.} 0......c Logical AND
5 L SUB r/n8 imm8 0..Szapc 0.{szapc Subfract
6 L XOR r/n8 imm8 0..szapc 0.[sz.pc .....a.} 0......c Lodical Exclusiye O R
7 CMP r/m8 imm8 0..Szapc 0.{szapc Compare Two Operands
0 L ADD r/ nml6/ 32 imm16/32 0..Szapc 0.{szapc Add
1 L OR r/ nml6/ 32 imm16/32 0..Szapc 0.[sz.pc .....a.} 0......c Lodical Inclusivie O R
2 L ADC r/ nml6/ 32 imm16/32 }......C 0..szapc 0..szapd Add with Carry




pf OF proc st monic opl op2 modif f def f undgf f fvalues description, notes
3 ISBB r/ nl6/ 32 imm16/32 }......C 0..sza@pc 0..szapd Integer Subtraction with Borrow
4 AND r/ nl6/ 32 imm16/32 0..szapc 0.[sz.pcC .....a. ¢ Logical AND
5 ISUB r/ nml6/ 32 imm16/32 0..Szapc 0.{szapc Subtract
6 XOR r/ nml6/ 32 imm16/32 0..Szapc 0.[sz.pcC .....a. ¢ Logical Exclusiye O R
7 CMP r/m16/32 imm16/32 0..Szapc 0.{szapc Compare Two Operands
0 L ADD r/n8 imm8 0..Szapc 0.{szapc Add
1 L OR r/n8 imm8 0..szapc 0.[sz.pcC .....a. ¢ Logical Inclusivie O R
2 L ADC r/n8 imm8 | | C 0..szapc 0..szapf Add with Carry
3 L SBB r/ng imm8 | | C 0..szapc 0..szapf Integer Sybtraction with Bo rrow
4 L AND r/n8 imm8 0..szapc 0.[sz.pcC .....a. ¢ Logical AND
5 L SUB r/n8 imm8 0..Szapc 0.{szapc Subfract
6 L XOR r/n8 imm8 0..szapc 0.[sz.pcC .....a. ¢ Logical Exclusiye O R
7 CMP r/m8 imm8 0..Szapc 0.{szapc Compare Two Operands
0 L ADD r/ nml6/ 32 imm8 0..Szapc 0.{szapc Add
1/03+ L OR r/ nml6/ 32 imm8 0..szapc 0.[sz.pcC .....a. ¢ Logical Inclusivie O R
2 L ADC r/ me/ 32 imm8 apc 0..szape Add with Carry
3 L SBB r/ me/ 32 imm8 apc 0..szape Integer Sybtraction with Bo rrow
4103+ L AND r/ nml6/ 32 imm8 0..szapc 0.[sz.pcC .....a. ¢ Logical AND
5 L SUB r/ nml6/ 32 imm8 0..Szapc 0.{szapc Subtract
6 03+ L KOR r/ nml6/ 32 imm8 0..szapc 0.[sz.pc .....a. ¢ Logical Exclusiye O R
7 CMP r/m16/32 imm8 0..Szapc 0.{szapc Compare Two Operands
r TEST r/m8 B8 0..szapc 0.[sz.pc .....a. ¢ Logical Compare
TEST r/m16/32 r16/32 0..szapc 0.[sz.pc .....a. ¢ Logical Compare
XCHG r8 r/n8 Exchange Register/Memory with Register
XCHG ri6/ 32 r/ nml6/ 32 Exchange Register/Memory with Register
oV r/ng r8 Move
oV r/ me/ 32 rie/32 Move
MOV r8 r/m8 Move
MOV rl1e/ 32 r/m16/32 Move
MOV r/ nml6/ 32 Sreg Move
LEA rl1e/ 32 m Load Effective Address
MOV Sreg r/m16/32 Move
POP r/ nl6/ 32 Pop a Value from the Stack
KCHG ri6/ 32 eAX Exchange Register/Memory with Register
NOP No Operation
F3 no mmenoni ¢ nop No Operation
F3 P4+ PAUSE Spin Loop Hint
CBW AH AL Convert Byte to Word
03+ CWDE EAX AX Convert Word to Doubleword
CWD DX AX Convert Word to Doubleword
03+ CDQ EDX EAX Convert Doubleword to Quadword
CALLF ptr16:16/32 Call Procedure
PUSHF odiszapc Push rFLAGS Register onto the Stack
03+ PUSHF odiszapc Push rFLAGS Register onto the Stack
PUSHFD
POPF odiszapc ogliszapc Pop Stack into rFLAGS Register
03+ POPF odiszapc ogliszapc Pop Stack into rFLAGS Register
POPFD




0 30 d proc st| m 1l || mrjemonic opl op2 op3 op4 [ext tested f modif f def f undef f  fvalueg description, notes
9E ot SAHF AH ...8zapc ...§zapc Store|AH into Flags
9F p* LAHF AH ...szapc Load Status Flags into AH Register
A0 MOV AL moffs8 Move
Al MOV eAX moffs16/32 Move
A2 MOV nof f s8 AL Move
A3 MOV nof f s16/ 32 |eAX Move
MOVS n8 m8 . .
Ad d...... Move Data from String to String
MOVSB |nB n8
MOVS n6 ml16 . .
A5 d...... Move Data from String to String
MOVSW |nl6 n6
MOVS nml6/ 32 m16/32 . .
A5 03+ d...... Move Data from String to String
MOVSD |nB2 nB2
CMPS m8 m8 )
A6 d...... 0..Szppc 0..szapc Compare|String Operands
CMPSB |8 n8
CMPS ml16 m16 .
A7 d...... 0..Szppc 0..szapc Compare|String Operands
CMPSW [mL6 ni6
CMPS m16/32 m16/32 .
A7 03+ d...... 0..Szppc 0..szapc Compare|String Operands
CMPSD [nB2 nB2
A8 TEST AL imm8 0..szapc 0.[sz.pc .....a.} 0......c Logical Compare
A9 TEST eAX imm16/32 0..szapc 0.[sz.pc .....a.} 0......c Logical Compare
STOS n8 AL .
AA d...... Store String
STOSB |8 AL
STOS n6 AX .
AB| d...... Store String
STOSW |ml6 AX
STOS 6/ 32 eAX .
AB| 03+ d...... Store String
STOSD  [nB2 EAX
LODS AL m8
AC d...... Load String
LODSB |AL n8
LODS AX ml16 .
AD d...... Load String
LODSW |AX ne6
LODS eAX m16/32 .
AD 03+ d...... Load String
LODSD |EAX nB2
SCAS n8 AL .
AE| d...... 0..Szppc 0..Szapc Scan String
SCASB |8 AL
SCAS ml16 AX .
AF d...... 0..Szppc 0..Szapc Scan String
SCASW |ml6 AX
SCAS m16/32 eAX .
AF 03+ d...... 0..Szppc 0..szapc Scan String
SCASD [nB2 EAX
BO+r oV r8 imm8 Move
B8+r oV rl1e/ 32 imm16/32 Move
(0] (0] ROL r/n8 imm8 0..Szapc 0.[szapc o.....}. Rotate
(60] 1 ROR r/n8 imm8 0..Szapc 0.[szapc o.....}. Rotate
col |2 RCL r/ng imm8 | | C 0..szapc 0..szapf o....... Rotate
Ccol |3 RCR r/ng imm8 | | C 0..szapc 0..szapf o....... Rotate
SHL r/ng imm8
Cco| (4 . 0..Szapc 0.{sz.pc o....alc Shift
SAL r/ng imm8
Col |5 SHR r/n8 imm8 0..Szapc 0.{sz.pc o....a|c Shift
SAL / 8 imm8
Co| (6 3 ! - 0..Szapc 0.{sz.pc o....alc Shift
SHL r/ng imm8




roc st monic opl op2 op4 modif f def f undgf f fvalues description, notes
SAR r/n8 imm8 0..szapc 0.[sz.pc o....a}. Shift
ROL r/ nl6/ 32 imm8 0..Szapc 0.[szapc o.....}. Rotate
ROR r/ nml6/ 32 imm8 0..Szapc 0.{szapc o..... Rotate
RCL r/ me/ 32 imm8 | | apc 0..szapg o....... Rotate
RCR r/ me/ 32 imm8 | | apc 0..szapg o....... Rotate
SHL r/ mé/ 32 imm8 .
- 0..Szapc 0.{sz.pc o....alc Shift
SAL r/ me/ 32 imm8
SHR r/ nm6/ 32 imm8 0..Szapc 0.{sz.pc o....alc Shift
SAL r/ mé/ 32 imm8 .
- 0..Szapc 0.{sz.pc o....alc Shift
SHL r/ me/ 32 imm8
SAR r/nl6/ 32 imm8 0..Szapc 0.[sz.pc o....a}. Shift
RETN imm16 Return from procedure
RETN Return from procedure
LES ES rle/ 32 m16:16/32 Load Far Pointer
LDS DS rl1e/ 32 m16:16/32 Load Far Pointer
MOV r/ng imm8 Move
MOV r/ me/ 32 imm16/32 Move
01+ ENTER [eBP imm16 imm8 Make Stack Frame for Procedure Parameters
01+ LEAVE eBP High Level Procedure Exit
f RETF imm16 Return from procedure
f RETF Return from procedure
f INT B R [ .i..... Call tq Interrupt Pfocedure
f INT mm8 R [ .i..... Call tq Interrupt Pfocedure
f INTO (o BT [ I [P i.....|Call to Intefrupt P rocedure
f | IRET odiszapc ogliszapc Intgrrupt Return
03+ f RETD odiszapc ogliszapc Intgrrupt Return
0 ROL r/n8 1 0..Szapc 0.{szapc Rotgte
1 ROR r/n8 1 0..Szapc 0.{szapc Rotgte
2 RCL r/ng 0 e apc 0..szapg Rotate
3 RCR r/ng r 0 e apc 0..szapg Rotate
SHL r/n8 1 .
SAL s 1 0..5zapc 0.|Sz.pcC .....a. Shift
SHR r/n8 1 0..szapc 0.[sz.pcC .....a. Shift
SAL r/n8 1 .
SAL s 1 0..Szapc 0.|Sz.pC .....a. Shift
SAR r/n8 1 0..szapc 0.[sz.pcC .....a. Shift
ROL r/ nml6/ 32 1 0..Szapc 0.{szapc Rotgte
ROR r/ nml6/ 32 1 0..Szapc 0.{szapc Rotgte
RCL r/ me/ 32 0 e apc 0..szape Rotate
RCR r/ me/ 32 0 e apc 0..szape Rotate
SHL r/ mé/ 32 1 .
SAL 6/ 32 1 0..Szapc 0.[sz.pcC .....a. Shift
SHR r/ nl6/ 32 1 0..szapc 0.[sz.pcC .....a. Shift
SAL r/ mé/ 32 1 .
SHL T i6/ 32 1 0..5zapc 0.|Sz.pcC .....a. Shift
SAR r/ nl6/ 32 1 0..szapc 0.[sz.pcC .....a. Shift
ROL r/n8 CL 0..Szapc 0.{szapc O.....|. Rotate
ROR r/n8 CL 0..Szapc 0.{szapc O.....}. Rotate




roc st| m fl I|mriemonic opl op2 op3 op4 [ext tested f modif f def f undef f  fvalueg description, notes
RCL r/ng c. 0 e C 0..szapc 0..szapg O....... Rotate
RCR r/ng c. 0 e C 0..szapc 0..szapg O....... Rotate
SHL r/n8 CL .
0..Szapc 0.{sz.pc o....alc Shift
SAL r/ n8 CL
SHR r/n8 CL 0..Szapc 0.{sz.pc o....alc Shift
SAL r/n8 CL
3 0..Szapc 0.{sz.pc o....alc Shift
SHL r/n8 CL
SAR r/n8 CL 0..szapc 0.[sz.pc o....a}. Shift
ROL r/ n6/ 32 CL 0..Szapc 0.[szapc o.....}. Rotate
ROR r/ nml6/ 32 CL 0..Szapc 0.[szapc o.....}. Rotate
RCL r/ me/ 32 c. 0 e C 0..szapc 0..Szapf o....... Rotate
RCR r/ me/ 32 c. 0 e C 0..szapc 0..Szapf o....... Rotate
SHL r/ mé/ 32 CL .
0..Szapc 0.{sz.pc o....alc Shift
SAL r/ mé/ 32 CL
SHR r/ nl6/ 32 CL 0..Szapc 0.{sz.pc o....alc Shift
SAL r/ mé/ 32 CL
w» 0..szapc 0.|sz.pc o....alc Shift
SHL r/ mé/ 32 CL
SAR r/ nl6/ 32 CL 0..szapc 0.[sz.pcC .....a. Shift
AAM AL AH 0..szapc ...5z.p. 0....a. ASCII Adjiist AX After Multi ply
AMX AL AH imm8 0..szapc ...sz.p. 0....a. Adjust AX|After Multipl y
AAD AL AH 0..szapc ...5z.p. 0....a. ASCII Adjust AX Before Divi sion
ADX AL AH imm8 0..szapc ...sz.p. 0....a. Adjust AX|Before Divisi on
02+ D6 undefi ned Undefined and Reserved; Does not Generate #UD
SALC AL
o+l IP—)t 1 | c Set AL If Carry
SETALC |AL
XLAT AL m8 .
Table Look-up Translation
XLATB AL n8
LOOPNZ |eCX rel8 .
cnZe. Decrement count; Jump short if count!=0 and ZF=0
LOOPNE |eCX rel8
LOOPZ |eCX rel8 )
cnZe Decrement count; Jump short if count!=0 and ZF=1
LOOPE |eCX rel8
LOOP eCX rel8 Decrement count; Jump short if count!=0
JCXZ rel8 CX . . .
Jump short if eCX register is 0
JECXZ rel8 ECX
£l |IN AL imm8 Input from Port
£1 [IN eAX imm8 Input from Port
f1] |ouT i m8 AL Output to Port
f1| |ouT i 8 eAX Output to Port
CALL rel16/32 Call Procedure
JMP rel16/32 Jump
JMPF ptr16:16/32 Jump
JMP rel8 Jump
£l [IN AL DX Input from Port
£l |IN eAX DX Input from Port
f1| |ouT DX AL Output to Port
£1| |jouT DX eAX Output to Port
LOCK Assert LOCK# Signal Prefix




pf OF po so d proc st| m 1l |l mrjemonic opl op2 op3 op4 [ext tested f modif f def f undef f  fvalueg description, notes

F1 D6 undefi ned Undefined and Reserved; Does not Generate #UD

F1 03+ [P INTL R [ .i..... Call tq Interrupt Pfocedure
ICEBP

F2 REPNZ _[eCX wniZene Repeat String Operation Prefix
REPNE |eCX

F2 U REP eCX Repeat String Operation Prefix

F2 P4+ M no mmenoni ¢ sse2 Scalar Double-precision Prefix

F3 REPZ ecx wniZene Repeat String Operation Prefix
REPE eCX

F3 REP eCX Repeat String Operation Prefix

F3 P3+ M no mmenoni ¢ sse Scalar Single-precision Prefix

F4 HLT Halt

F5 cme b e C el e c Conmplement Carry Flag

F6 0 TEST r/m8 mm8 0..szapc 0.[sz.pc .....a.} 0......c Logical Compare

F6 1 P TEST r/m8 mm8 0..szapc 0.[sz.pc .....a.} 0......c Logical Compare

F6 2 NOT r/n8 One's Complement Negation

F6 3 NEG r/n8 0..Szapc 0.{szapc Twols Complement Negation

F6| |4 MUL AX AL r/m8 D..szapc 0..J...C ...szap. Unsigned Multiply

F6 5 IMUL AX AL r/m8 D..szapc 0..J...C ...szap. Signed Multiply

F6 6 DIV AL AH AX r/m8 D..szapc 0..$zapc Unsigned Divide

F6 7 IDIV AL AH AX r/m8 D..szapc 0..$zapc Signed Divide

F7 0 TEST r/m16/32 imm16/32 0..szapc 0.[sz.pc .....a.} 0......c Logical Compare

F7 1 e TEST r/m16/32 imm16/32 0..szapc 0.[sz.pc .....a.} 0......c Logical Compare

F7 2 NOT r/ nl6/ 32 One's Complement Negation

F7 3 NEG r/ nl6/ 32 0..Szapc 0.{szapc Twols Complement Negation

F7| |4 MUL eDX eAX r/m16/32 o|.szapc o....[.c ...szap. Unsigned Miltiply

F7 5 IMUL eDX eAX r/m16/32 o|.szapc o....[.c ...szap. bigned Multiply

F7 6 DIV eDX eAX r/m16/32 o|.szapc 0..szapc Unsigned Divide

F7 7 IDIV eDX eAX r/m16/32 o|.szapc 0..szapc Signed Divide

F8 cce b e Coe® | ¢ Clear Carry Flag

F9 stfc 0 e Ce@ | C Set|Carry Flag

FA £1| |cul R [ .i..... Clear [nterrupt Flag

FB| £ [STI b (I I..... Set Interrupt Flag

FC CLD deodold . Clegr Direction [Flag

FD STC do.....d..) D...... Set Direction Flag

FE| |0 INC r/n8 0..Szap. 0..5zap. Increment by 1

FE 1 DEC r/n8 0..Szap. 0..5zap. Decrement by 1

FF| |0 INC r/ nml6/ 32 0..Szap. 0..5zap. Increment by 1

FF 1 DEC r/ nml6/ 32 0..Szap. 0..5zap. Decrement by 1

FF 2 CALL r/ me/ 32 Call Procedure

FF 3 pto CALLF r/ ml6: 16/ 32 Call Procedure

FF| |4 JMP r/ mé/ 32 Jump

FF| |5 pto JMPF r/ ml6: 16/ 32 Jump

FF 6 PUSH r/ nl6/ 32 Pop a Value from the Stack




pf OF po so g proc st| m fl |mriemonic opl op2 op3 op4 iext tested f modif f degf f undef f  fvalueg description, notes
OFf00( [0 P SLDT .6 LDTR Store Local Descriptor Table Register
SLDT ri6/32 |LDTR
OF (00 1 P STR .6 R Store Task Register
STR rie/32 |TR
OFf00| (2 P[0 LLDT LDTR r'm16 Load Local Descriptor Table Register
OFf00| (3 P[0 LTR TR r'm16 Load Task Register
OFf00| (4 P VERR r'm16 ceiZae e Z.. Verify a Segment for Reading
OF[00| [ P VERW r/'m16 ceiZae e Z.. Verify a Segment for Writing
OF (01 0 ISGDT m GDTR Store Global Descriptor Table Register
OF (01 1 ISIDT m | DTR Store Interrupt Descriptor Table Register
OF (01 2 0 LGDT GDTR m Load Global Descriptor Table Register
OF (01 3 0 LIDT | DTR m Load Interrupt Descriptor Table Register
OFj01| (4 SMSW .o NEW Store Machine Status Word
SMSW ri6/ 32 |MSW
OF|01 6 LMSW MBW r/m16 Load Machine Status Word
OF (01 7 04+ D NVLPG m Invalidate TLB Entry
OF|02 02+ LAR ri6/sz |mié ceZene z. Load Access Rights Byte
LAR ri6/32 |r16/32
OF|03 02+ LSL ri6/s2 |mié ceZen z. Load Segment Limit
LSL ri6/32 |r16/32
OF (06 02+ P CLTS CRO Clear Task-Switched Flag in CRO
OF|08 04+ 0 NVD Invalidate Internal Caches
OF|09 04+ 0 WBINVD Write Back and Invalidate Cache
OF|0B 02+ UD2 Undefined Instruction
OF (0D PP+ M3 NOP r/m16/32 No Operation
OF[1F P4++ NOP r/m16/32 No Operation
OF|20 r03+ |pl4| |0 MOV r32 CRn 0..szapc 0.[szapc Move to/from Control Registers
OF|20| |r03+ (U5 |0 | MOV r32 CRn 0..szapc o.{szapc Move to/from Control Registers
OF (21 r 03+ vov r32 DRn 0..szapc 0.[szapc Move to/from Debug Registers
OF (21 r03+ |U°| |0 MOV r32 DRn 0..szapc 0.[szapc Move to/from Debug Registers
OF|22 r03+ |pl4| |0 MOV CRn r32 0..szapc 0.[szapc Move to/from Control Registers
OF|22| [r03+ (U5 |0 | [MOV CRn r32 0..szapc o.{szapc Move to/from Control Registers
OF (23 r 03+ vov DRn r32 0..szapc 0.[szapc Move to/from Debug Registers
OF (23 r03+ |U°| |0 MOV DRn r32 0..szapc 0.[szapc Move to/from Debug Registers
OF (30 P1+ 0 | WRMSR MBR eCX eAX eDX Write to Model Specific Register
OF (31 P1+ f2| |RDTSC EAX EDX l. Read Time-Stamp Counter
0F (32 P1+ 0 RDMSR eAX eDX eCX MBR Read from Model Specific Register
OF (33 PX+ £3| |RDPMC EAX EDX PMC Read Performance-Monitoring Counters
OF|34 P2+ [pl6|P SYSENTER]I . . I l. Y R [ . i..... Fast System Call
OF|35 P2+ |pl7|P|0 | |SYSEXIT |I.. eCX eDX Fast Return from Fast System Call
OF (40 r PP+ CMOVO r16/32 (r/m16/32 0lf...... Conditional Move - overflow (OF=1)
OF 41 r PP+ CMOVNO ([r16/32 |r/m16/32 0f...... Conditional Move - not overflow (OF=0)
CMOVB r16/32 |r/m16/32
OF (42 r PP+ CMOVNAE ([r16/32 (r/m16/32 | | | | Conditional Move - below/not above or equal/carry ( CF=1)
CMOvC r16/32 |r/m16/32
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CMOVNB [r16/32 |r/m16/32
OF (43 PP+ CMOVAE (r16/32 (r/m16/32 | | | | c Conditional Move - not below/above or equal/not car ry (CF=0)
CMOVNC |[r16/32 |r/m16/32
CMovz r16/32 |r/m16/32 "
OF (44 PP+ wniZene Conditional Move - zero/equal (ZF=0)
CMOVE r16/32 |r/m16/32
CMOVNZ |[r16/32 |r/m16/32 "
OF (45 PP+ wnZene Conditional Move - not zero/not equal (ZF=1)
CMOVNE |[r16/32 |r/m16/32
CMOVBE |[r16/32 |r/m16/32 "
OF [46 PP+ .n2..C Conditional Move - below or equal/not above (CF=1 A ND ZF=1)
CMOVNA [r16/32 |r/m16/32
CMOVNBE |r16/32 |r/m16/32 "
OF (47 PP+ .n2..C Conditional Move - not below or equal/above (CF=0 A ND ZF=0)
CMOVA r16/32 |r/m16/32
OF (48 PP+ CMOVS r16/32 (r/m16/32 fs... Conditional Move - sign (SF=1)
OF (49 PP+ CMOVNS [r16/32 |r/m16/32 Conditional Move - not sign (SF=0)
CMOVP r16/32 |r/m16/32 " . .
OF [4A PP+ | || | PP 1+—1—  |... p. Conditional Move - parity/parity even (PF=1)
CMOVPE |[r16/32 |r/m16/32
CMOVNP [r16/32 |r/m16/32 " . .
OF (4B PP+ | || | PPttt |... p. Conditional Move - not parity/parity odd
CMOVPO |[r16/32 |r/m16/32
CMOVL 16/ 32 |r/m16/32
OF[4C PP+ ! 0..S.... Conditional Move - less/not greater (SF!=0OF)
CMOVNGE |r16/32 |r/m16/32
CMOVNL [r16/32 |r/m16/32 "
OF 4D PP+ 0..S.... Conditional Move - not less/greater or equal (SF=OF )
CMOVGE |[r16/32 |r/m16/32
CMOVLE |[r16/32 |r/m16/32 "
OF [4E PP+ 0..SZ. Conditional Move - less or equal/not greater ((ZF=1 ) OR (SF!I=0F))
CMOVNG |[r16/32 |r/m16/32
CMOVNLE |[r16/32 |r/m16/32 "
OF [4F PP+ 0..SZ. Conditional Move - not less nor equal/greater ((ZF= 0) AND (SF=0F))
CMOVG r16/32 |r/m16/32
OF (80 03+ o rel16/32 O.ene Jump short if overflow (OF=1)
OF (81 03+ ONO rel16/32 O.ene Jump short if not overflow (OF=0)
JB rel16/32
0F (82 03+ JINAE relte/32 | | | | e c Jump short if below/not above or equal/carry (CF=1)
JC rel16/32
JNB rel16/32
OF (83 03+ JAE rel1e/32 | | | | | c Jump short if not below/above or equal/not carry (C F=0)
JNC rel16/32
JZ rel16/32 .
OF (84 03+ wniZene Jump short if zero/equal (ZF=0)
JE rel16/32
JINZ rel16/32 .
OF (85 03+ wniZee Jump short if not zero/not equal (ZF=1)
JINE rel16/32
JBE rel16/32 .
OF (86 03+ .n.2..C Jump short if below or equal/not above (CF=1 AND ZF =1)
JINA rel16/32
JINBE rel16/32 .
OF (87 03+ .n2..C Jump short if not below or equal/above (CF=0 AND ZF =0)
JA rel16/32
OF (88 03+ us el16/32 S Jump short if sign (SF=1)
OF (89 03+ UNS rel16/32 S Jump short if not sign (SF=0)
OF[8A 03+ P rel16/32 Jump short if parity/parity even (PF=1)
JPE rete/32 | | | | |77 P P partypanty -
OF|8B 03+ NP rel16/32 Jump short if not parity/parity odd
JPO reae/32 | | | | |77 P P paritylparty
JL rel16/32 .
OF(8C 03+ 0..S.... Jump short if less/not greater (SF!'=0OF)
JINGE rel16/32
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JNL rel16/32 .
OF (8D 03+ 0..S.... Jump short if not less/greater or equal (SF=0OF)
JGE rel16/32
JLE rel16/32 .
OF [8E 03+ 0..SZ. Jump short if less or equal/not greater ((ZF=1) OR (SF!=0OF))
ING rel16/32
JINLE rel16/32 .
OF [8F 03+ 0..SZ. Jump short if not less nor equal/greater ((ZF=0) AN D (SF=0F))
JG rel16/32
OF[90| [0p3+ |[p!8 SETO r/ng O....... Set Byte on Condition - overflow (OF=1)
OF (91 003+ |pl8 SETNO r/n8 O.ene Set Byte on Condition - not overflow (OF=0)
SETB r/n8
0F (92 003+ |p'8 SETNAE  r/n8 | | | | | c Set Byte on Condition - below/not above or equal/ca rry (CF=1)
SETC r/n8
SETNB r/n8
OF|93| [0p3+ |p!8 SETAE r‘'m8 (1 | c Set Byte on Condition - not below/above or equal/no t carry (CF=0)
SETNC r/n8
SETZ r/n8
OF|94| [0pp3+ |p!8 wniZee Set Byte on Condition - zero/equal (ZF=0)
SETE r/n8
SETNZ r/n8
OF|95| [0p3+ |p!8 wniZee Set Byte on Condition - not zero/not equal (ZF=1)
SETNE r/n8
SETBE r/n8
OF|96| [0p3+ |p!8 .n.2..C Set Byte on Condition - below or equal/not above (C F=1 AND ZF=1)
SETNA r/n8
SETNBE [r/nB
OF (97 003+ |pl8 .n.2..C Set Byte on Condition - not below or equal/above (C F=0 AND ZF=0)
SETA r/n8
OF|98| [0pp3+ |p!8 SETS r/n8 S Set Byte on Condition - sign (SF=1)
0F (99 003+ |pl8 SETNS r/n8 S Set Byte on Condition - not sign (SF=0)
OF[9A| [o]03+ |[p!8 SETP r/n8 Set Byte on Condition - parity/parity even (PF=1)
SETPE rle¢ || 1 | P y P pany
SETNP r/ng
OF|9B| (0[03+ 8 ] .. . Set Byte on Condition - not parity/parity odd
D! SETPO r/n8 P y parity/parity
SETL r/n8 "
OF[9C| |o|0o3+ [p!8 0..S.... Set Byte on Condition - less/not greater (SF!=OF)
SETNGE [r/nB
SETNL r/n8 "
OF[9D| |o[0o3+ [p!8 0..S.... Set Byte on Condition - not less/greater or equal ( SF=0F)
SETGE r/ n8
SETLE r/n8 ition - =
oFloE| |olo3+ [pt8 0.57. Set Byte on Condition - less or equal/not greater ( (ZF=1) OR
SETNG r/n8 (SF!I=0F))
SETNLE |r/n8 ition - =
oFloF| [ojos+ [pt8 0.57. Sethte on Condition - not less nor equal/greater ((ZF=0) AND
SETG r/ng (SF=0F))
OF|AO 03+ PUSH FS Push Word, Doubleword or Quadword Onto the Stack
OF (Al 03+ POP FS Pop a Value from the Stack
OF|A2 04++ CPUID . CPU Identification
OF (A3 03+ BT r/m16/32 r16/32 0..szapc ......Cc 0..szap Bit Test
OF (A4 03+ SHLD r/ ml6/32(r16/32 imm8 0|..szapc 0..Sg.pc 0....a.C Double Prgcision Shift Left
OF (A5 03+ SHLD r/ml6/32(r16/32 QL 0..szapc 0..8z.pc 0....a.¢ Double Precision Sh ift Left
OF|A8 03+ PUSH GS Push Word, Doubleword or Quadword Onto the Stack
OF (A9 03+ POP GS Pop a Value from the Stack
OF [AA| 03++ S RSM odiszapc ofliszapc Resume from System Management Mode
OF [AB 03+ BTS r/ ml6/ 32(r16/32 0..szapc ......C 0..szap Bit Test and Set
OF[AC 03+ SHRD r/ml6/32(r16/32 imm8 0|..szapc 0..Sg.pc 0....a.C Double Prgcision Shift Right
OF[AD 03+ SHRD r/ml6/32(r16/32 QL 0..szapc 0..8z.pc 0....a.¢ Double Precision Sh ift Right
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OF [AF rp3+ MUL r16/32 (r/m16/32 0..szapc 0.}....C ...szap Signed Multiply
OF|BO r P4+ |l CMPXCHG |r/ nB AL r8 0..Szapc 0..5zapc Compare and Exchange
OF(B1 r P4+ |l CMPXCHG |r/ ml6/ 32|eAX rie/32 0}.szapc 0..sgapc Compare and Exchange
OF|B2 rp3+ [pl9 LSS SS r16/ 32 |ml16:16/32 Load Far Pointer
OF|B3 03+ L BTR r/ m6/ 32|r16/32 0..szapc ...|...c 0..szap Bit Test and Reset
OF|B4 rp3+ [pl9 LFS FS rl6/ 32 |ml16:16/32 Load Far Pointer
OF|B5 rp3+ [pl9 LGS GS r16/ 32 |ml16:16/32 Load Far Pointer
OF|B6 r p3+ ovzX rle/32 |r/m8 Move with Zero-Extend
OF|B7 r p3+ ovzX rle/32 |r/mlé Move with Zero-Extend
OF|B9 02+ [0 uD r /m Undefined Instruction
OF(BA| |4 BT r/m16/32 imm8 0..szapc ......Cc 0..szap Bit Test
OF(BA| [5 L{BTS r/ m6/ 32|imm8 0..szapc ...|...C 0..szap Bit Test and Set
OF(BA| |6 LIBTR r/ m6/ 32|imm8 0..szapc ...|...C 0..szap Bit Test and Reset
OF(BA| |7 L{BTC r/ m6/ 32|imm8 0..szapc ...|...C 0..szap Bit Test and Complement
OF (BB 03+ L|BTC r/ m6/ 32|r16/32 0..szapc ...|...C 0..szap Bit Test and Complement
OF(BC 03+ |p?! BSF r16/32 (r/m16/32 0..szapc ...|z... 0..s.ap Bit Scan Forward
OF(BD| 03+ |p?l BSR r16/32 (r/m16/32 0..szapc ...|z... 0..s.ap Bit Scan Reverse
OF [BE] r 03+ MOVSX r16/32 (r/m8 Move with Sign-Extension
OF [BF rp3+ MOVSX r16/32 (r/ml6 Move with Sign-Extension
OF|CO r p4+ | XADD r/n8 r8 0..Szapc 0.}szapc Exchange and Add
OF|C1 r p4+ | XADD r/ ml6/32(r16/ 32 0..Szapc 0.}szapc Exchange and Add
OF|C7 1|P1+ L|CMPXCHGSB ... weZs e Z. Compare and Exchange Bytes
OF(C8+r | P4+ BSWAP ri6/ 32 Byte Swap




General notes:

1. a. OPCODE.LST, Revision 4.51, 15 Oct 1999 © Potemkdiaiskers Group 1994...1999
2. a. The microarchitecture of Intel and AMD CPU's, Byngg Fog, Copyright © 1996 - 2006.
3. a. Intel® 64 and IA-32 Architecture Software Developéfianual Volume 2B: Instruction Set Reference,, NFAUSE instruction
4.  a. LAHF nad SAHF are invalid on early steppings of EM@architecture; that's why they need CPUID.800a80BCX.LAHF-SAHF[bit 0]
5. a. sandpile.org -- IA-32 architecture -- opcode groups
6. a. Intel® 64 and IA-32 Architecture Software Develdpdrlanual Volume 3: System Programming Guide, tofgrand Exception Handling
7. a. sandpile.org -- 1A-32 architecture -- one byte afED
b. AMDG64 Architecture Programmer's Manual Volume 3blEaOne-Bytes Opcodes
8.  a. sandpile.org -- 1A-32 architecture -- one byte afeD
b. AMDG64 Architecture Programmer's Manual Volume 3blEaOne-Bytes Opcodes
c. Christian Ludloff wrote: “Unlike INT 1 (CDh,01h)NT1 (F1h) doesn't perform the IOPL or DPL check arman't be redirected via the TSS32.IRB.”
9. a. sandpile.org -- IA-32 architecture -- opcode groups
b. Christian Ludloff wrote: “While the latest Intel maals still omit this de-facto standard, the rec@®-64 manuals from AMD document it.”
c. AMD64 Architecture Programmer's Manual Volume 3plEaOne-Byte and Two-Byte Opcode ModRM Extensions
10. a. AMDG64 architecture does not enable 64-bit offséi?64 Architecture Programmer's Manual Volume 3hi operand-size is 32 or 64 bits, the operand.&hit selector followed by a 32-bit offset.
11.  a. sandpile.org -- IA-32 architecture -- two byte oges
b. www.x86.0rg - The LOADALL Instruction
12. a. On AMD64 architecture, SYSCALL is valid also in &y mode
13.  a. Intel® 64 and 1A-32 Architecture Software Develdpéfanual Volume 2B: Instruction Set Reference, N*&o-byte Opcode Map
b. AMD architecture maps 3DNow! PREFETCH instructibese
14. a. AMDG64 Architecture Programmer's Manual Volume 3st8yn Instruction Reference: If CPUID.80000001H:E4XCR8 can be read and written in legacy mode wsIinQCK prefix instead of a REX prefix to specifigtadditional opcode bit.
15. a. Christian Ludloff wrote: “For the MOVs from/to CRXRX/TRx, mod=00b/01b/10b is aliased to 11b.”
b. AMDG64 Architecture Programmer's Manual Volume 3st8gn Instruction Reference: This instruction isajsitreated as a register-to-register instructiegardless of the encoding of the MOD field inkMM@DR/M byte.
16. a. On AMD64 architecture, SYSENTER is valid only igéey mode.
17. a. On AMD64 architecture, SYSEXIT is not valid in longpde.
18. a. AMDG64 Architecture Programmers Manual Volume 3: &afPurpose and System Instructions: The reg fiiefde ModR/M byte is unused.
19. a. AMD64 architecture does not enable 64-bit operaAti#D64 Architecture Programmers Manual Volume 3néml-Purpose and System Instructions: Executirf) LSS, or LSS with a 64-bit operand size only bad®2-bit general purpose register and the
specified segment register
20. a. Intel® 64 and IA-32 Architecture Software Develdpdrlanual Volume 2B: Instruction Set Reference, ,Na&o-byte Opcode Map
b. sandpile.org -- IA-32 architecture -- two byte oges
21. a. On AMD64 architecture, BSF and BSR instructionsdiiferently if the content of the source operasi@ i
22. a. CMPXCHG16B is invalid on early steppings of AMD6#tkitecture
23.  a. Use of operand-size prefix in 64-bit mode may tasuimplementation-dependent behaviour; on AMDEéehaecture, this prefix acts as expected

Notesfor theRing Level, used in case of f mark:

1. rFlags.|IOPL
2. CRA.TSD[bit 2]
3. CR4.PCE[bit 8]



